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1 INTRODUCTION
Network datasets are essential part of understanding, managing,

and operating modern wide-area, data-center, and cellular net-

works. They are involved throughout the stages of network de-

velopment, from simulations, stress testing, to machine-learning

training (anomaly-based intrusion detection systems) and more.

Despite the need, network datasets are rare due to concerns related

to information privacy and sensitivity.

The datasets that we do have, are typically provisioned as feature

sets (as described in [10]), instead of actual packet traces. Typically

in a CSV format, the given dataset can help with machine-learning

applications; however, without the payload, it cannot be used for

running simulations and other forms of network testing. Their use

in machine-learning approaches is even limited, as the feature-set

is pre-selected and defined by the dataset provider; hence, making

it entirely impossible to extract any new features that might be of

interest.

Researchers have been working hard on overcoming the scarcity

of such datasets [28]; however, the changing nature of network

traffic makes whatever dataset they collect, quickly outdated. For

example, it was thought that KDD99 [21] would be the final repre-

sentative network dataset. However, a follow-up research [9], in the

later years, argued that it is time to retire the KDD99 dataset with

a new one. Other similar datasets [12, 18, 22] were presented and

later disputed as being not representative of the current network

traffic [1–3, 24, 25, 29].

In this paper, we aim to tackle this challenge and put forth a

method, based on Generative Adversarial Networks (GANs) [13],

for generating new (and timely) datasets, automatically, that are

provisioned as complete raw packets traces of a network and not

just feature values. GANs were initially used to generate image
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Feature Description

Sport Source Port

TotPkts Total packets exchanged

TotBytes Total bytes exchanged

SrcPkts Source packets sent

SrcBytes Source bytes sent

sTtl Source time to live

dTtl Destination time to live

SintPkt Source inter-packet arrival time

DintPkt Destination inter-packet arrival time

SrcWin Source tcp window size

DstWin Destination tcp window size

Table 1: List of network features from the CDX dataset used
in our GAN framework.

datasets [32], but have since been used in a variety of domains, in-

cluding text [8] and video [7, 31] generation to redesigning cities [14].

We take inspiration from these efforts and propose similar GAN-

based system for generating network datasets.

The challenge here is to identify and extract key features from

existing network traffic—similar to extracting primary features of

a face in images—when constructing new traffic traces. Feature

extraction is the most crucial step of any machine-learning system

and directly impacts its overall effectiveness. A number of tech-

niques and strategies for retrieving features have existed in the

machine-learning literature for decades, and continue to evolve,

e.g., (un)supervised neural-network learning [5, 26], as well as

real-time [19, 30] and bayesian decision procedures [16]. We imple-

ment a similar GAN-based procedure but apply it to networking to

identify what features make network datasets unique from other

datasets, and what features account for variations in classes among

the network dataset—we call this constructing the face of network
data.

2 PROPOSED APPROACH
We implement an LSTM-based GAN [11] for our dataset-generation

framework. LSTMs would work best in our case as the network

traffic makes more sense when looked at as a collection of packets

in flows instead of as individual packets. We choose Cyber Defense

Exercise (CDX) [20] as a training input dataset, and perform feature

extraction using ARGUS [6]. Furthermore, we filter the extracted

features based on two metrics: (1) features that have highest classi-

fication accuracy, and (2) features that have a strong impact on the

shape of the network traffic.

For the CDX dataset, we find eleven (11) features that fit these cri-

teria (Table 1). We input these features to our GAN (which learns on

them), and feeds new traffic features into our packet-generation tool,

which outputs network traffic as pcap files with random data bytes

as payload, rather than providing us with only the feature-value

sets. Given an input trace (or dataset), the proposed framework can
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Model Classification Result
Skype Other

Logistic Regression 100.00% 0.00%

Multi-layer Perceptron 100.00% 0.00%

K-Nearest Neighbors 99.04% 0.96%

Decision Tree 99.16% 0.84%

Random Forest 100.00% 0.00%

AdaBoost 100.00% 0.00%

Table 2: Classifying our framework’s traffic.

generate any new (never-seen-before) network datasets—without

exposing any critical and private details of the original dataset.
1

To test the new dataset, we feed this data into a network using

a pcap-based traffic generator (e.g., Scapy) to evaluate our frame-

work’s effectiveness. We implement a scenario, where a machine-

learning model has to classify between Skype and other traffic and

only allow the Skype traffic to pass through. We run six previously

published network classifiers [17, 23, 27]: Logistic Regression, Multi-

Layer Perceptron, K-Nearest Neighbor, Decision Tree, AdaBoost,

and Random Forest. Each of them exhibits high classification accu-

racy when tailored to our application, correctly classifying normal

traffic from Skype and vice versa.

Lastly, to construct the face of our network dataset, we extract

all basic flow-based features and the statistical features (as used

in DeltaShaper [4]). We extract and select a total of 256 distinct

features, arrange them into a 16x16 array, and then normalize their

values between 0–255. This essentially translates each input packet

flow into a grayscale image representation. The resultant image

is then fed to a StyleGAN [15], modified to work with our custom

network image.

3 PRELIMINARY RESULTS
Table 2 shows the accuracy of the six classifiers when operating on

the new datasets generated with our proposed GAN-based frame-

work. The models were able to distinguish Skype traffic from other;

hence, showing that the dataset was reflecting the true (non-)Skype

traffic. One interesting outcome of this project is that, besides cre-

ating new datasets, the proposed framework can be used to morph

existing traffic into some other traffic (e.g., Skype vs YouTube) for

the purposes of circumventing censorship, covert communication

channels, bypassing anomaly detection systems, and more.

The result of our StyleGAN is a grid of images shown in Fig-

ure 1, generated by GAN after learning and distinguishing the most

important features of the input data. The grid contains a number

of images, therefore we further extract singular 16x16 grayscale

image from the grid. The extracted image is then enhanced and

extrapolated to help visualize the face of network data. The resul-

tant image is presented in Figure 2. Examining the pixel values and

weights assigned to different input features, we see the following

as core/face features of network data: 90th & 80th Percentile of

PacketTimes, 90th & 80th Percentile of PacketTimesIn, skewPack-

etTimesIn, variancePacketTimesIn, skewPacketTimesOut, varian-

cePacketTimesOut. Similarly, the least important features identified

by our GAN are: InBurst Kurtosis, InBurst Skewness, InBurst Stdev,

InBurst Variance, InBurst total.

1
We plan to evaluate this further using more datasets, as future work.

Figure 1: A grid of network data faces

Figure 2: Zoomed-in face of network data

4 CONCLUSION
We implement a GAN-based dataset-generation framework that

can be used to create new network datasets. We implemented a

new GAN to help identify the crucial features of network traffic.

The visualization of network traffic in this manner brought an

insight into what features make up its face, and what features

define the variations in it while staying in the same class of data.

Our evaluation concludes that inter-packet arrival times are the

most crucial features while in-bursts are the least important in a

CDX dataset.

In the future, we plan to work on classifiers that are able to

distinguish between real data and GAN-generated data. We also

plan to further evaluate the “face” features of network data to see

how classification based on these face features might uncover new

classes, which are not dependent on traffic type, but rather on

parameters that affect the network performance, including usage,

bandwidth, and jitter.
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